Ahmed kameran jameel
Address: Roshninbiri/ Erbil

Kurdistan Region.

E-mail: hhamokal2l@gmail.com
Nationality: Iraqi
Date of Birth: 1999/8/ 14

PERSONAL PROFILE:

Software engineer with experience of software development and web app pentesting ,
ethical penetration of networks and software. | have worked hard to build a reputation
through finding high severity bugs on large companies. | am a good team player with
experience of complicated work and providing insight to systems for learning and
improvement purposes. | wish to work on my skills further and then assist with high
profile organizational work.

EDUCATION:

e bachelor, Salahaddin University - college of engineering, Software Department
(2017 — 2021)

e High School, Rizgari High School (2010 — 2016).

LANGUAGES:

e Kurdish: Native
e English: very good
e Arabic: good




WORK EXPERIENCE:

System Administrator & cyber security at INnfoRR uk LTD
Work as System Administrator & cyber security at

InfoRR uk LTD from Jan 2022-NOW

Maintaining Security of KRG notary

Configure and optimize DB and Web servers.

o O O O

troubleshooting for KRG notary.
o Penetrated KRG notary Web system and network infrastructure
o Configure and maintain AD services for EIA.

Summer intern at lucid-source
Worked as security engineer
Aug. 2020-0Oct 2020

o Monitor network services
o Penetrate Network infrastructure
Software developer at NassPay

Worked as full-stack software
Developer for Arbela website and other projects from JULY 2021-Dec 2021

o Full stack-developer for Arbela
o Developed payment integrations
o Integrated international stores with Arbela (amazon, Ebay, forever21,
Sephora)
o Developed backend for Arbela E-commerce
o Developed inventory , finance, sales management for arbela
Red Team Member at Synack inc.

Penetration tester and red team engagements for mobile, host, web
targets

From MAY 2022-NOW

o Penetrate international companies Hosts, Web, Mobile
o Found impressive vulnerabilities withing 3 months at Synack
Bug Bounty hunter

Hackerone (hamoshwani)

Monitoring Server and Network infrastructure for KRG notary (70 servers)

Implemented Infrastructure automation that can automate deployment and



SKILLS:

e Conduct full penetration tests of networks, web applications, mobile applications

e Research evolving exploits, techniques, and tools in support of penetration
testing efforts

e 4+ years' experience in information security or related field

e Familiarity with Windows and UNIX environments at command line level

¢ In-depth knowledge of networking TCP/IP protocol, subnetting, network security

e Completed troubleshooting, tested networks, and performed other duties as
required.

e Programming skills in Python, PHP, JS, React-js

e Programming frameworks Django, Laravel

e Experience in other scripting languages, such as Python or Bash

e Experience with Linux system debugging/troubleshooting

e Experience with penetration testing tools such as Nmap, Nessus, Kali,
Metasploit, Nikto, Burp suite, etc

¢ Knowledge of common web application attacks such as SQL injection, cross-site-
scripting, session hijacking, cross-site request forgery, etc

¢ In-depth knowledge of Web application development

¢ Knowledge of common Network attacks such as DDOS, MITM, Privilege
escalation, ARP spoofing, DNS spoofing, etc

e Proven problem-solving skills

e Familiarity with Source control systems like GitHub, Git

o Familiarity with Automation management software's like Ansible, Chef

e 3+ years' experience with Linux— or UNIX—based operating systems, including
command line interfaces

e Configuring, monitoring, and maintaining the email applications or virus
protection software.

¢ Maintaining the logs related to network and system functions, as well as
maintenance and repair records

e Experience of: VMWare, Windows 2003, Active Directory Group Policies,
TCP/IP, DNS.

e Experience of Zabbix and other monitoring services

e Support end users on complex technical issues including problems related to
applications, client computers and servers.



Accomplishments:

Honors & Awards:

1.

CVE-2020-24598
Lack of input validation in com_content leads to an open redirect in Joomla CMS

https://developer.joomla.org/security-centre/825-20200802-core-open-redirect-in-com-
content-vote-feature.html

We won second place at Iraq National Cybersecurity CTF 2020

Received honors for successfully preventing data security breaches against
many websites and networks by finding out critical vulnerabilities in their systems
Microsoft,Sony, Harvard , swipeclock , zkteco , joomla , Pelepare, Biotime, KRG, mailru
...etc

Microsoft hall of fame Got acknowledged by Microsoft

https://msrc.microsoft.com/update-guide/acknowledgement/online

HackTheBox Profile HTB

Username: hhamoka3

Open-Source Projects:

1.

Archive-py

Archive-py is a Python project for customizing web archives result

Archive-py


https://developer.joomla.org/security-centre/825-20200802-core-open-redirect-in-com-content-vote-feature.html
https://developer.joomla.org/security-centre/825-20200802-core-open-redirect-in-com-content-vote-feature.html
https://msrc.microsoft.com/update-guide/acknowledgement/online
https://github.com/hamoshwani/Archive-py



